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This document illustrates, as a synopsis, the IPSec encapsulation of secured IP 
packets according to IPSec protocol (AH or ESP) and mode (Transport or Tunnel).
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Tunnel Mode ESP
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TCP / UDP / ICMP
Payload

IPv4 IHL Total Length

Identification Flags Fragment Offset

TTL Protocol Header Checksum

Source IP Address

Destination IP Address

TOS

Authenticated
except for mutable fields

in the IP Header

Before Applying IPSEC

= 51 (AH)
Next Header Payload Length Reserved

Security Parameters Index (SPI)

Sequence Number

Authentication Data
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TCP / UDP / ICMP
Payload

Before Applying IPSEC

= 50 (ESP)

IPSec – Transport Mode & ESP Protocol
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IPv4 IHL Total Length

Identification Flags Fragment Offset

TTL Protocol Header Checksum

Source IP Address

Destination IP Address

TOS

Contains an Integrity Check Value (ICV) computed  over 
the ESP packet minus the Authentication Data.
This field is optional, and is included only if the 
authentication service has been selected for the SA, i.e. 
if the "Authentication Algorithm" attribute was included  
in the Transform.
The length of this field is 12 bytes (96 bits) for HMAC-
MD5 (RFC 2403) and HMAC-SHA-1 (RFC 2404).
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TCP / UDP / ICMP
Payload

Authenticated
except for mutable fields

in the new IP Header

Before Applying IPSEC

= 51 (AH)

IPSec – Tunnel Mode & AH Protocol
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Sequence Number

Authentication Data

mutable 
fields

C
o
p
yr

ig
h
t 

©
 2

0
0
5
-2

0
0
7
 T

ec
h
-i

n
vi

te
.c

o
m

 J
o
ël

 R
ep

iq
u
et

. 
A
ll 

R
ig

h
ts

 R
es

er
ve

d
.



TCP / UDP / ICMP
Payload

Before Applying IPSEC

= 50 (ESP)

IPSec – Tunnel Mode & ESP Protocol

TCP/UDP/ICMP
Payload

TCP/UDP/ICMP
PayloadIP Header

IPv4 IHL Total Length

Identification Flags Fragment Offset

TTL Protocol Header Checksum

Source IP Address

Destination IP Address

TOS

Pad Length Next Header

Padding (0 - 255 bytes)

Contains an Integrity Check Value (ICV) computed  over 
the ESP packet minus the Authentication Data.
This field is optional, and is included only if the 
authentication service has been selected for the SA, i.e. 
if the "Authentication Algorithm" attribute was included  
in the Transform.
The length of this field is 12 bytes (96 bits) for HMAC-
MD5 (RFC 2403) and HMAC-SHA-1 (RFC 2404).
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