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This document presents the document roadmap for IPSec, as well as a host-to-
host architectural model, followed by a sequence of slides illustrating IPSec traffic
processing related to this model.
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IPSec Architecture — Host-to-Host Model
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IPSec Traffic Processing — 1) Initialisation

TCP/IP
Applications

TCP / UDP

Policy Agent
3 2
IP Main & Quick
Filters Modes Settings
SPD SAD‘
AH
IPSec
ESE

Network
Interface

Domain-Wide

Policy Policy Agent
Manager 2 3
i TCP/IP
Main & Quick IP Applications
Modes Settings Filters
. Retrieve Policy Data from
a domain-wide manager
(as an alternative: from a
local database)
. Distribute security settings
to IKE —
. Fill-in, directly or via the
IPSec Driver, the SPD
(Security Policy Database)
with IP filters (ordered list e TCP / UDP
of rules with selectors) 7
SAD || SPD
AH
| IPSec IP
IP Connectivity ESP
between A and B
is a prerequisite IP@ b
Network
Interface




Copyright © 2005-2007 Tech-invite.com Joél Repiquet. All Rights Reserved.

IPSec Traffic Processing — 2) IKE Phase 1 Triggering

TCP / UDP

6
SPD ‘ SAD
3 4
IPSec

Network
Interface

1. First outgoing "applicative" IP packet
The outgoing interface is IPSec-enabled and
therefore the packet is passed to the IPSec
driver

3. SPD Check returns "secured”

4. Is there an appropriate active SA in SAD? - No

5. Request to IKE for creating the SA

6. IKE starts Phase 1 by sending an ISAKMP
message ("HDR, SA") to Peer B

2. "IKE" IP packet passed to IPSec driver

3. SPD Check returns "permitted"” (IKE traffic is
not to be secured via AH/ESP)

7. Packet returned unmodified by IPSec driver

8. "IKE"Packet sent towards B

9. "IKE"Packet received by B

10. The incoming interface is IPSec-enabled and
therefore the packet is passed to the IPSec
driver

11. SPD Check returns "permitted” (IKE traffic is
not to be secured via AH/ESP)

12. Packet returned by IPSec driver
13. IKE message received by IKE on side B

AH AH

ESP ESP

13
- - TCP / UDP
SAD | SPD
11
12
IPSec IP
10
IP@ b
Network
Interface




Copyright © 2005-2007 Tech-invite.com Joél Repiquet. All Rights Reserved.

IPSec Traffic Processing — 3) IKE Phase 1 Completion
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IPSec Traffic Processing — 4) IKE Phase 2 & Secured Traffic Resumption

The Quick mode negotiation results in one
outbound and one inbound SA, with SPI-a
and SPI-b respectively chosen by the
initiator and the responder

The SAD is updated by IKE on each side
On the initiator side, IKE notifies the IPSec
driver in answer to its previous request
Retrieval of SA parameters in the SAD is
resumed for the pending "application”
packet

TCP / UDP

Network
Interface

5. Packet is modified with ESP (depending on SA
mode: transport / tunnel) and sent back to IP

6. The secured packet is sent towards B

7. The secured packet is received on side B

8. Itis sent to the IPSec driver

9. The inbound SA is retrieved from the SPI value

in the ESP header. Checkings are performed.
10. The ESP header and trailer are removed and

the IP packet sent back to the IP module
11. Payload is sent to upper layers

1 1
2 3 Note: the following exchanges are 2
detailed in another document
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IPSec Traffic Processing — 5) Secured (Outgoing) Traffic
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